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About BitDefender

BitDefender is the creator of one of the industry’s fastest and most effective lines of internationally
certified security software. Since its inception in 2001, BitDefender has continued to raise the bar
and set new standards in proactive threat prevention and virus removal, in many cases leading the
way in the best Internet security detection techniques to prevent the spread of malicious threats.

Thanks to its first-class products and state of the art technologies, the company rapidly expanded
into a worldwide leader. BitDefender made its entrance on the international market when opening
offices in the UK, USA, Germany, France and Spain, as well as establishing strategic partnerships and
a local presence in over 100 countries globally.

The BitDefender proprietary technologies, based on innovative ideas and leading trends in the
information security industry, continue to be internationally recognized as the best Internet security
software. The independent organizations which reward our outstanding results through numerous
prizes and certifications are: Av-Test.org, Virus Bulletin, ICSA Lab, Checkmark, PC World Top 100, just
to name but a few.

e BitDefender offers internationally certified products: Virus Bulletin, ICSA Labs, Checkmark,
IST Prize etc.

e Every day, BitDefender protects tens of millions of home and corporate users across the
globe, giving them the peace of mind of knowing that their digital experiences will be secure.

e The BitDefender products feature antivirus, firewall, antispyware, antispam, backup, privacy
control, user control and backup for corporate and home users.

e The BitDefender solutions, available in 18 languages, are distributed by a global network of
value-added distribution and reseller partners in more than 100 countries worldwide.

e The BitDefender range of products is intended to be implemented on complex IT structures
(work stations, file servers, mail servers, and gateway), on Windows, Linux and FreeBSD
platforms.

e The BitDefender products are easy to use. An installation wizard is available to guide users
through the installation process; installation tutorials are available and also a comprehensive
knowledge base.

e Round the clock customer care; the customer care team is available 24 hours, 7 days a week
on telephone, e-mail and Livechat.

e Lightning fast response time to new computer attacks.

e Best detection rate.

e Hourly Internet updates of virus signatures - automatic or scheduled actions offering
protection against the newest viruses.

Key Features:

e Blocks virus, spyware, spams

e Halts ID thefts attempts

e Filter the links you receive from your Facebook and Twitter friends
e Keeps kids safe with cutting-edge parental control

e Firewall to guard your internet connection

SphuronLabs is the authorized distributor of all BitDefender products in Bangladesh. For all queries, please reach
SphuronLabs on 01752060030, 01756709888, 01756709887, 01756709889 or at bitdefender.bd@sphuronLabs.com
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BitDefender Awards

-i TOpTBﬂREV'EWS BitDefender is the #1 positioned Antivirus and Internet

We Do the Research So You Don't Have To.*  Security for 2012 in the TopTenREVIEWS.com for a several years
continuously now. More information can be found on http://internet-security-suite-
review.toptenreviews.com, just as below. TopTenREVIEWS.com also features BitDefender both as

the best Antivirus as well as best Anti-Malware of 2012.

#1 #2 #3 #4 #5 #6
BitDefender Kaspersky Panda Internet AVG Internet Norton Internet F-Secure
Internet Security Internet Security Security Security Security Internet Security

E |%.

The BitDefender products consistently earn top marks from independent testing organizations and
are recognized by top industry publications. BitDefender is the only security software vendor to have
won 3 top recommendations from key independent organizations in the US, UK, and Germany in
recent years, thanks to excellent scores for BitDefender Internet Security 2011.

AV-Test.org, the most prominent Antivirus rating organization, certifies BitDefender Internet
Security 2012 to be the best internet security solution of 2012. AV-Test.org’s latest test report
(March-April 2012) has shown BitDefender making it to the #1 position over all other industry
antivirus companies. Similar result was also published in its Jan-Feb 2012 test report. All the test
results can be seen at http://www.av-test.org/en/tests/home-user/

Bitdefender: Internet Security 2012
Kaspersky: Internet Security 2012
Symantec: Norton Internet Security 2012
Microsoft: Security Essentials 2.1
McAfee: Total Protection 2012

ESET: Smart Security 5.0

BitDefender® is the only South- Eastern European company to have received the European IST Prize
for innovation from the European Commission and the representatives of 18 European academies.
In 2008, BitDefender was rated #1 for protection by Consumer Reports, the largest consumer
reporting publication worldwide. The BitDefender 2009 suite earned high marks in the product
reviews conducted by top consumer and technology testers worldwide.

SphuronLabs is the authorized distributor of all BitDefender products in Bangladesh. For all queries, please reach
SphuronLabs on 01752060030, 01756709888, 01756709887, 01756709889 or at bitdefender.bd@sphuronLabs.com
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What the Experts Certify

BitDefender Internet Security 2012

Best Security Product 2012, AV-Test, Germany

"We're seriously looking forward to testing the BitDefender 2013 product
line. We were consistently impressed by BitDefender's performance so far
and we're curious to see what they have in store for the future." -

AV Test CEO Andreas Marx

S
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CERTIFIED

No. 102274

Bitdefender Internet Security 2012 EDITORS'
Editors' Choice for 2012, CNET, US CHOICE
'In the paid suite category, we decided on BitDefender Total Security 2012
for its top-rated security, its low impact on your computer's performance, @
and its excellent range of features.'

.l Bitdefender Business Suite
CRN CRN Product of the Year — CRN, UK
PROCUCTS “We liked this product’s ability to install anti-virus and security software
across the network, even on unmanaged computers where there isn’t an
installation of Active Directory. Also, BitDefender’s approach is a two-fer: It’s
1 targeting SMBs with this product but also has begun engaging VARs more
aggressively. It's a good product with channel opportunity.”

| o |
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BitDefender Total Security 2011 - “Best suite protection against phishing.” = = r=

August 2010, PC Magazine

[

GOLD

-i BitDefender Antivirus 2011 - Gold Award
August 2010, Top Ten Reviews

TOPF TEN

REVIEWS

SphuronLabs is the authorized distributor of all BitDefender products in Bangladesh. For all queries, please reach
SphuronLabs on 01752060030, 01756709888, 01756709887, 01756709889 or at bitdefender.bd@sphuronLabs.com
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Products Index - BitDefender

BitDefender offers its security products both for the home users, and business security purpose.
Depending on the requirement and business network design, one can easily choose the best
BitDefender solution.

BitDefender for Home Users

BitDefender Antivirus Plus 3-users, 5-users, 10-users Windows XP (S3), Vista, 7
BitDefender Internet Security 1-user, 3-users, 5-users, 10-users Windows XP (S3), Vista, 7

BitDefender Total Security 1-user, 3-users, 5-users, 10-users Windows XP (S3), Vista, 7
BitDefender Antivirus for Mac 1-user, 3-users Mac

BitDefender Business Security Solution

BitDefender Client Security with

Centralized Management LU CIE
Workstation/PC Security and BitDefender Antivirus for Mac
. Mac
Management (Supports Centralized Management)

BitDefender Antivirus Scanner for

Unices (Stand-alone protection) Linux, FreeBSD

BitDefender Security for File Servers Windows
Critical Server Protection BitDefender Security for Samba Linux, FreeBSD, Solaris
BitDefender Security for SharePoint MS SharePoint
BitDefender Security for Exchange Microsoft Exchange

Windows, Linux, FreeBSD,

Gateway Server Protection BitDefender Security for Mail Servers Solaris

BitDefender Security for ISA Servers MS ISA Servers

SphuronLabs is the authorized distributor of all BitDefender products in Bangladesh. For all queries, please reach
SphuronLabs on 01752060030, 01756709888, 01756709887, 01756709889 or at bitdefender.bd@sphuronLabs.com
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BitDefender Antivirus Plus 2012 - BitDefender for End-Users PC

ANTIV] Essential Silen ri
PLUS Zolilzls ssential Silent Security

No pop-ups. No configuring. No interruptions. That’s the kind of silent
security you’ll find in BitDefender Antivirus Plus 2012. It provides award

itd ?/ &8 winning antivirus protection and keeps you safe from spyware and identity
B ender theft attempts. Plus, it safeguards your Twitter and Facebook presence
from links to malicious pages and from threats to your privacy.
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Antivirus | Antispyware | Anti-phishing | Chat Encryption | Quick Scan |
Home Network Protection | Search Advisor

£

Why BitDefender?
e Award-winning, corporate-strength security for the home
e Technology trusted by 400+ million PC users worldwide
e FREE 24/7 technical support

Key Features:
e Engage AutoPilot for Silent Security
e Defends against viruses and spyware
e Filters the links you receive from your Facebook and Twitter friends
e Gives advance warning of risky websites
e Halts ID theft attempts

Unparalleled Security:
BitDefender capitalizes on live and virtualized behaviour-based detection, in addition to cloud based
services, to stop emerging e-threats that other products miss.
e Active Virus Control — Monitors processes’ behaviour while they are running to detect new &
unknown viruses.
e New! Rescue mode — Reboots your computer in a trusted environment, which is used for
cleanup and restoration.
e New! Virtualized Browser — Isolates the browser from the operating systemin a
BitDefender-provided environment to block web-based threats.
e Vulnerability Scanner — Checks for missing or outdated security software as well as
potentially unsafe system settings.

Worry-Free Socializing:
Protect yourself, and your friends, from e-threats that attempt to exploit the trust you’ve built with
them.
e New! Social Network Protection — Filters the links you receive from your Facebook and
Twitter friends and monitors your privacy settings.
e Improved! Search Advisor — Gives advance warning of risky websites right in your Google
and Bing search results.

SphuronLabs is the authorized distributor of all BitDefender products in Bangladesh. For all queries, please reach
SphuronLabs on 01752060030, 01756709888, 01756709887, 01756709889 or at bitdefender.bd@sphuronLabs.com
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Absolute Silence:
BitDefender’s Autopilot makes all the security-related decisions for you!
e New! Autopilot — Provides a hassle-free experience by making optimal security-related
decisions without input from you.

Total Privacy:
BitDefender protects your privacy and personal data with a range of specialized modules and
functions.
e Personal Data Filter — Prevents critical data, such as your social security number, from ever
leaving your computer.
e Antiphising — Blocks websites supporting various scams or credit card phishing attempts.
e Chat Encryption — Keeps your conversations private on Yahoo! Messenger.

Full Speed:
BitDefender 2012 takes “scheduled scanning” to a whole new level, as the scanning only takes place
when your system is idle.
e New! Scan Dispatcher — Triggers system scans when resource usage falls below a certain
threshold to avoid any impact on your system’s performance.

Minimal System Requirements:
e QOperating System: Microsoft Windows XP SP3 (32-bit), Vista (SP2), Microsoft Windows 7
(SP1)
e Available free hard disk space: 1.8 GB
e (CPU: 800 MHz
e RAM:1GB

Recommended System Requirements:
e Operating System: Microsoft Windows XP SP3 (32-bit), Vista (SP2), Microsoft Windows 7
(SP1)
e Available free hard disk space: 2.8 GB
e CPU: Intel CORE Duo (1.66 GHz) or equivalent processor
e RAM: 1 GB (Microsoft Windows XP), 1.5 GB (Microsoft Windows Vista and Microsoft
Windows 7)

Online registration of MyBitdefender is mandatory for receiving updates to keep you safe.

SphuronLabs is the authorized distributor of all BitDefender products in Bangladesh. For all queries, please reach
SphuronLabs on 01752060030, 01756709888, 01756709887, 01756709889 or at bitdefender.bd@sphuronLabs.com
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BitDefender Internet Security 2012 - BitDefender for End-Users PC

Enhanced Silent Security

No pop-ups. No configuring. No interruptions. That’s the kind of silent
antivirus security you'll find in BitDefender Internet Security. It integrates
antivirus, antispam, antiphishing, firewall, and parental controls into one
hassle-free solution. Plus, it safeguards your Twitter and Facebook
presence from links to malicious pages and from privacy threats.

\are:!

| BJtd@TeT1der

Antivirus | Antispyware | Antiphising | Antispam | Firewall | Chat
Encryption | Quick Scan | Parental Control | Home Network Protection

Why BitDefender?
e Award-winning, corporate-strength security for the home
e Technology trusted by 400+ million PC users worldwide
e FREE 24/7 technical support

Key Features:
e Engage AutoPilot for Silent Security
e Blocks viruses, spyware & spam
e Halts ID theft attempts
e Filters the links you receive from your Facebook and Twitter friends
e Keeps kids safe with cutting-edge parental controls
e Firewall to guard your Internet connection

Unparalleled Security:
BitDefender capitalizes on live and virtualized behaviour-based detection, in addition to cloud-based
services, to stop emerging e-threats that other products miss.
e Active Virus Control — Monitors processes’ behaviour while they are running to detect new &
unknown viruses.
e New! Rescue Mode — Reboots your computer in a trusted environment, which is used for
cleanup and restoration
e New! Virtualized Browser — Isolates the browser from the operating systemin a
BitDefender-provided environment to block web-based threats.
e Vulnerability Scanner — Checks for missing or outdated security software as well as
potentially unsafe system settings
e Antispam — Stops unwanted e-mail from reaching your Inbox
e Two-way Firewall — Monitors your Internet connections and keeps strangers from accessing
your Wi-Fi connection
e Parental Control — Blocks inappropriate content, restricts Web access between certain
hours, and helps parents remotely monitor their children’s online activity

Absolute Silence:
BitDefender's Autopilot makes all the security-related decisions for you!
e New! Autopilot — Provides a hassle-free experience by making optimal security-related
decisions without input from you.

SphuronLabs is the authorized distributor of all BitDefender products in Bangladesh. For all queries, please reach
SphuronLabs on 01752060030, 01756709888, 01756709887, 01756709889 or at bitdefender.bd@sphuronLabs.com
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Worry-Free Socializing:
Protect yourself, and your friends, from e-threats that attempt to exploit the trust you’ve built with
them.
e New! Social Network Protection — Filters the links you receive from your Facebook and
Twitter friends and monitors your privacy settings.
e Improved! Search Advisor — Gives advance warning of risky websites right in your Google
and Bing search results

Total Privacy:
BitDefender protects your privacy and personal data with a range of specialized modules and
functions.
e Personal Data Filter — Prevents critical data, such as your social security number, from ever
leaving your computer.
e Antiphising — Blocks websites supporting various scams or credit card phishing attempts.
e Chat Encryption — Keeps your conversations private on Yahoo! Messenger.

Full Speed:
BitDefender 2012 takes “scheduled scanning” to a whole new level, as the scanning only takes place
when your system is idle.
e New! Scan Dispatcher — Triggers system scans when resource usage falls below a certain
threshold to avoid any impact on your system’s performance.

Minimal System Requirements:
e Operating System: Microsoft Windows XP SP3 (32-bit), Vista (SP2), Microsoft Windows 7
(SP1)
e Available free hard disk space: 1.8 GB
e CPU:800 MHz
e RAM:1GB

Recommended System Requirements:
e Operating System: Microsoft Windows XP SP3 (32-bit), Vista (SP2), Microsoft Windows 7
(SP1)
e Available free hard disk space: 2.8 GB
e CPU: Intel CORE Duo (1.66 GHz) or equivalent processor
e RAM: 1 GB (Microsoft Windows XP), 1.5 GB (Microsoft Windows Vista and Microsoft
Windows 7)

Online registration of MyBitdefender is mandatory for receiving updates to keep you safe.

Updated price plans are available at www.bitdefender.sphuronlLabs.com/price

SphuronLabs is the authorized distributor of all BitDefender products in Bangladesh. For all queries, please reach
SphuronLabs on 01752060030, 01756709888, 01756709887, 01756709889 or at bitdefender.bd@sphuronLabs.com
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BitDefender Client Security — BitDefender for Business Security

e BitDefender Client Security is an easy to use business security and
management solution, which delivers superior proactive protection from
viruses, spyware, rootkits, spam, phishing and other malware. The
Centralized Management ensures consistent security policies, website
BITOEFENDER access and application controls, audits and other remote management
BUSINESS SOLUTIONS . R L.
scripts to further improve the productivity.

BitDefender Client Security offers multiple levels of protection and client
management functionality. All features are remotely configurable,

y including advanced security policies to control user’s access to removable
(;‘D . . . . . . .
devices, local applications or time limits for internet usage.

Key Features and Benefits for BitDefender Client Security

e Award winning virus detection, cleaning and quarantine of viruses, spyware/adware, Trojans
and rootkits.

e Allows flexible scheduling of on demand or immediate execution scans for up-to-date
infection assessments.

e Optimized scanning using file fingerprinting for each user session and re-scans them upon
new session creation, an update, or on infection of the system.

e Quarantine’s infected or suspected files for to minimize infections and later safe analysis.

e Policy-based configuration and management.

e Personal firewall protection for remote and roaming users.

e System level spam protection with constantly updated whitelists/blacklists and Bayesian
learning engine to identify new spam that bypass traditional filters.

e Customizable content filtering to identify sensitive information to minimize data leakage.

e Reduce resource costs and overhead of managing multiple clients using a central
management console.

e Allows remote configuration, auditing, installation, and application removal from any client
or server system in the network.

eSS SOLUTIONS

System Requirements:

The BitDefender Client Security solution is delivered with server-side centralized management and
client-side endpoint protection components. The client-side includes two components: BitDefender
Business Client to protect and control Windows endpoints, and BitDefender Agent to enable
centralized management. The client-side components are deployed by using the BitDefender's
Centralized Management platform.

BitDefende Business Client for Windows

Intel Pentium compatible processor:
e 500 MHz for Windows 2000
e 800 MHz for Windows XP
e 1 GHz for Windows Vista, Windows 7

RAM memory:
e 512 MB for Windows 2000, Windows XP
e 1 GBRAM for Window Vista, Windows 7

SphuronLabs is the authorized distributor of all BitDefender products in Bangladesh. For all queries, please reach
SphuronLabs on 01752060030, 01756709888, 01756709887, 01756709889 or at bitdefender.bd@sphuronLabs.com
Page 10



www.BitDefender.com

Minimum hard diskspace 1 GB

Operating system:Windows 7, Windows Vista SP1, Windows XP (SP2), Windows Home Server,
Windows 2000 Professional (SP4 Rollup 1 v2)

BitDefender Management Agent
Intel Pentium compatible processor

Minimum RAM memory:
e 256 MB of RAM for Windows 2000, Windows XP, Windows 2003
e 512 MB of RAM for Windows Vista, Windows 2008, Windows 7

Minimum hard disk spacet0O0MB

Operating system:

Windows 2000 Professional with SP 4 and Update Rollup 1 Version 2

Windows 2000 Server with Service Pack 4

Windows XP with Service Pack 2

Windows Server 2003 with Service Pack 2

Windows Vista

Windows 2008 Server

Windows 7

Linux 2.4.x or 2.6.x with glibc 2.3.1 or newer and libstdc++5 from gcc 3.2.2 or newer

Proactive Protection Centralized Management

Antivirus Auto Deploy
Antispam Auto Update

Antiphishing ~ Enforce Policy

Antispyware - Restrict Control

Content Filtering N Reports & Alerts

License

i |
Firewal Management

BitDefender Client Security offers multiple levels of protection and client management functionality

SphuronLabs is the authorized distributor of all BitDefender products in Bangladesh. For all queries, please reach
SphuronLabs on 01752060030, 01756709888, 01756709887, 01756709889 or at bitdefender.bd@sphuronLabs.com
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BitDefender Security for File Servers — BitDefender for Business Security

BITDEFENDER

BUSINESS SOLUTIONS software solution.

eSS SOLUTIONS

BitDefender Security for File Servers is a data security solution especially
dedicated to Windows- based servers. Easy to install, configure and

‘ manage, it effectively offers world-class protection from viruses, spyware
and rootkits, while lowering the burden of administrating a server

Companies can protect their File Server deployments from attack by using
BitDefender’s ability to scan for malicious code in files, maintain system

integrity, help ensure compliance to corporate security policies and
\/ﬂfﬂ prevent sensitive data from being distributed outside of the organization.

File servers are not just a network repository for the company’s files. Unlike their name suggests, File
Servers provide critical infrastructure services to ensure communication and interoperability
between desktops, printers, and other resources found within the network. Some of the critical
services a File Server provides within a network include:

Domain Controller (Active Directory) Server
Application Servers (lIS, ASP.NET)

File and Print Servers

Remote Access/VPN Server

Terminal Server

DHCP Server

WINS Server

DNS Server

Streaming Media Server

BitDefender Security for File Servers provides optimized protection of both the server operating
system and data file structure for critical back-end systems. Easy to install, configure and maintain
via the centralized management console, BitDefender for File Servers protects against viruses,
spyware and rootkits to minimize the impact of malware propagation throughout the network.

Key Features and Benefits:

Award winning virus detection, cleaning and quarantine.

Minimize network downtime to increase operational efficiency.

Reduce resource costs and overhead.

Scans file traffic ensuring real-time antimalware protection to minimize the risk of malware
propagation throughout the network.

Scans and fingerprints “read-only” files just once during the same session and only re-scans
them if there is a new session, an update or an infection in the system.

Allows flexible scheduling of on-demand or immediate execution scans for possible infection
assessment.

Quarantine’s infected or suspected files, minimizing risk of propagation.

Allows remote configuration from any computer in the organization through a BitDefender’s
Centralized Management server.

Mail archive support for Dbx, Mbx, Pst, Mime, Mbox, Hgx, Uudecode, and Tnef file formats.

SphuronLabs is the authorized distributor of all BitDefender products in Bangladesh. For all queries, please reach
SphuronLabs on 01752060030, 01756709888, 01756709887, 01756709889 or at bitdefender.bd@sphuronLabs.com
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Advanced Features:
e Integration with BitDefender’s Management Server.
e Centralized dashboard providing deployment status overview with alert thresholds.
e Custom antivirus scanning profiles (high, medium, low, create your own) to allow improved
flexibility.
e Safely quarantine suspicious files, with optional restore to original location feature.

Threat Detection and Prevention:
e File and system level virus detection, cleaning and quarantine.
e Scans all files, including compressed files for viruses, spyware and rootkits.
e Custom antivirus scanning profiles (high, medium, low, custom) to allow improved flexibility.
e Quarantine infected or suspected files, minimizing risk of propagation.
e Safely restore quarantined files to original location once verified.

Optimized Performance and Stability:

e Multi-threaded architecture creates parallel instances of scan engine, minimizing processing
time and impact.

e Session based scan optimization reduces performance impact by scanning files once unless
accessed again.

e Integrates with BitDefender’'s Management platform for centralized Gateway, Endpoint and
Server administration.

e Centralized dashboard provides deployment status overview with alert thresholds.

Defense in Depth:

BitDefender Security for File Servers is just one element in a comprehensive suite of solutions
providing end-to-end protection from the gateway to the desktop. BitDefender’s proactive, multi-
platform products detect and stop viruses, spyware, adware and Trojan threats that can compromise
your network integrity.

BitDefender Technologies:

All BitDefender solutions include B-HAVE, a patent-pending technology which analyzes the behavior
of potentially malicious codes inside a virtual computer, eliminating false positives and signifi cantly
increasing detection rates for new and unknown malware.

System Requirements:

e Windows 2000 Server, Advanced Server, Datacenter Server, SBS (Small Business Server) SP4
+ Update Rollup 1 v2

e Windows Server 2003 SP1, Windows Server 2003 R2, Datacenter Edition, SBS (Small Business
Server)

e Windows Server 2008, Windows Server 2008 R2, Datacenter Edition, SBS (Small Business
Server)

e Windows Small Business Server 2011 Standard

e Internet Explorer version 6.0 or higher

SphuronLabs is the authorized distributor of all BitDefender products in Bangladesh. For all queries, please reach
SphuronLabs on 01752060030, 01756709888, 01756709887, 01756709889 or at bitdefender.bd@sphuronLabs.com
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Our Valued Clients

Bangladesh Football Federation

The Department of Urban & Regional Planning (URP), BUET for the HEQEP project
Duncan Brothers Bangladesh (Pvt.) Ltd.

Mir Telecom

Opex Group

Expressions Ltd.

Bangladesh Water Development Board

DK Group

Brainstation-23

DMW4, and others

About SphuronLabs

SphuronLabs is the authorized distributor for BitDefender in Bangladesh.

Sales: (+88) 01752-060-030, 01756-709-888
Email: bitdefender.bd@sphuronlabs.com
House # 92/A, 4" Floor, Mosque Road,
Banani DOHS, Banani, Dhaka, Bangladesh.

www.sphuronLabs.com
www.bitdefender.sphuronlLabs.com

Support Hotline: (+88) 01756-709-887, 01756-709-889
Support Email: bitdefender.support@sphuronlabs.com

Join the Facebook Community for BitDefender in Bangladesh:
www.facebook.com/bitdefender.bangladesh

SphuronLabs is the authorized distributor of all BitDefender products in Bangladesh. For all queries, please reach
SphuronLabs on 01752060030, 01756709888, 01756709887, 01756709889 or at bitdefender.bd@sphuronLabs.com
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